Learn2 MIME Type Configuration

Revised 01/20/03  (0501.0071)

Learn2 content files can be served from just about any Web server. The only requirement is that the proper MIME type (Multi-Purpose Internet Mail Extensions) be configured on the Web server.  Web servers send the MIME type to the requesting browser so that it can launch the appropriate helper application or plug-in (the Learn2 Player, in this case).

The MIME "Content Type" has a type and subtype separated by a slash; for example, text/plain and image/gif. The major types are application, audio, image, text and video. Application refers to a variety of formats; for example, application/x-pdf refers to Adobe Acrobat documents, and application/octet-stream refers to an .EXE file.  The following are the required MIME mappings, which must be configured on the web server for Learn2 content to play properly:


MIME type:
application/street-stream


File suffix:
.stm, .str, .st7

If these MIME types are not set, or incorrectly set on your web server, users may experience sessions that hang causing a permanent green squiggle to be displayed or “Low Bandwidth” messages may be displayed, indicating that the Learn2 player is waiting for more data.  This is because the server may mis-interpret the Learn2 content files as HTML files and stop downloading the files when it sees what it thinks is non-HTML data.  The Learn2 player knows how much data is expected by reading the file header and so it hangs waiting for the rest of the data to be sent.  As of version 0501.0057, the Learn2 player will display an error message box with the caption “RUNTIME ERROR” and the error message “Invalid Mime Type (http://…)” where “http://…” is the URL of the Learn2 content file being downloaded.

This document contains four sections: Proxy Server Configuration, Apache Web Server Configuration Instructions, Microsoft Internet Information Service NT 4.0 Configuration Instructions, and Microsoft Internet Information Service Windows 2000 Configuration Instructions.
Proxy Server Configuration

Some firewalls and proxy servers are administratively configured to block all content that doesn’t have certain MIME mappings associated with them.  Your network administrator may need to configure your site’s proxy server(s) to allow the following MIME mappings.  Instructions for modifying proxy servers are beyond the scope of this document.


MIME type:
application/street-stream


File suffix:
.stm, .str, .st7

Some sites which host Learn2 content may have additional MIME mapping requirements that must be configured in your site’s proxy server(s).  For example, Learn2 content on the http://saleshub.learn2.com, http://demo.co.learn2.com or http://review.co.learn2.com are launched using Java Server Page (JSP) scripting.  To access content from these sites, your proxy server must be configured to allow the following MIME mappings:


MIME type:
application/x-javascript


File suffix:
.js, .jsp

Learning Management System sites which host the AICC or  SCORM compatible Learn2 content must have the following MIME mappings configured on their proxy server(s) because these courses are launched with Javascript source (.js) files:


MIME type:
application/x-javascript


File suffix:
.js

If your site security policy will allow automatic download and installation of the Learn2 player via the Netscape 4.x browsers, the proxy server(s) must be configured to allow the following MIME mapping:


MIME type:
application/java-archive


File suffix:
.jar

Apache Web Server Configuration Instructions

If you have the required permissions set, you can modify the master web configuration file mime.types directly.  The location for this file varies depending on your setup, but the usual path is /usr/local/etc/httpd/conf/mime.types.  Edit this file and add the line:


application/street-stream stm str st7

Alternatively, you can edit the httpd.conf file and add AddType directives.  The location for this file varies depending on your setup, but the usual path is /etc/httpd/conf/httpd.conf - this is the default location if you install it on Linux via the RPM method. If you're running on Windows, look for the conf folder under wherever you installed Apache.


Edit the httpd.conf file and scroll to the AddType section.


Add the following directive to the file:

AddType application/street-stream stm str st7


Save the file and restart the Apache httpd service.

Note that older versions of Apache may use the srm.conf file for the same purpose.

Microsoft Internet Information Service NT 4.0 Configuration Instructions

Microsoft IIS 4.0 is Microsoft’s web server for Windows NT servers.  Below are instructions on setting the MIME mappings on an IIS 4.0 server using the IIS 4.0 Configuration Management Console.

On Microsoft IIS servers, in addition to adding the required MIME type mappings, there is an application .dll mapping (C:\WINNT\System32\inetserv\ssinc.dll ) that must be deleted because it conflicts with the Learn2 .stm MIME mapping.  This is described below in step 4.

If you have the Microsoft URLScan Security tool (also part of the Microsoft IIS Lockdown tool) installed on your web server, you may have to modify the settings in the urlscan.ini file.  The UrlScan tool gives IIS Web site administrators the ability to restrict the kind of HTTP requests that the web server will process.  By default, it will block requests for .stm files.  A clue that this is happening is if you enter the full URL path to the starting .stm file in the course in your browser’s Address bar, and instead of the browser prompting you to download or save the .stm file, it reports that the file is not found.  The urlscan.ini change involves adding the .stm extension to the [AllowExtensions] section and/or removing the .stm extension from the [DenyExtensions] section.  Once you make any changes to the urlscan.ini file, you must stop and restart the web service.
 If using the IIS 4.0 Configuration Management Console, you may set the required MIME types at the virtual root level or you may set the required MIME types at the web site level beneath the virtual root.  Web sites and directories that are created below the virtual root inherit such settings at the time of creation.  Remember; if you modify the settings at the virtual root level, web sites that have previously been created will NOT inherit those settings.  Learn2 recommends that you set the MIME types at the web site level containing the Learn2 content files to avoid conflicts with other virtual web sites.

Start the IIS Configuration Management Console. You will start out at the IIS administration page for your web sites.  In the example below, ‘devweb’ is the virtual root and there are three web sites defined for this virtual root; ‘Default FTP’, ‘Default Web’ and ‘Administration Web Site’.

1) Highlight the web site you want to modify (‘Default Web’ in this case).  Right click and select ‘Properties’
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2) Click the ‘Web Site’ tab.  If the ‘IP Address’ field is ‘(All Unassigned)’ then this web site is using the IP address specified in the virtual root (devweb in this case).  If the IP address specified in the virtual root is ‘Unassigned’ then it is using the IP address specified in the Network Control Panel. 

This web site’s IP address (or domain name) and port must be specified in a request to play a stream.  If there are multiple web sites using the same IP address then each must have a different TCP port assigned in this panel.  Alternatively, each web site could have a different IP address assigned to it.
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3) Click the ‘Home Directory’ tab.
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4) Click the ‘Configuration…’ button and then click the ‘App Mappings’ tab.  Highlight the current (.stm ) extension.  It will be associated with C:\WINNT\System32\inetserv\ssinc.dll).  Click the 'Remove’ button and click ‘OK’ to the prompt.
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5) The .stm association is now removed. Click ‘OK’ to return to the ‘Home Directory’ tab.
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6) Click the ‘HTTP Headers’ tab.
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7) Click the ‘File Types…’ button under the ‘MIME Map’ section.
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8) Click the ‘New Type…’ button to add the .stm MIME mapping.
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9) Click the ‘New Type…’ button to add the .str MIME mapping.
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10) Click the ‘New Type…’ button to add the .st7 MIME mapping.
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11) Click ‘OK’ to return to the ‘HTTP Headers’ tab
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12) Click ‘OK’ to return to the main IIS administration page.
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13) You are back at the main IIS administration page for your web sites. In order for the changes to take affect you could try starting and stopping the web site (highlight the web site, right click and select ‘Stop’ and then ‘Start’).  However, we have found this sometimes doesn’t work, so you should reboot your server.
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 Microsoft Internet Information Service Windows 2000 Configuration Instructions

Microsoft IIS 5.0 is Microsoft’s web server for Windows 2000 servers.  Below are instructions on setting the MIME mappings on an IIS 5.0 server using the IIS 5.0 Configuration Management Console.

On Microsoft IIS servers, in addition to adding the required MIME type mappings, there is an application .dll mapping (C:\WINNT\System32\inetserv\ssinc.dll ) that must be deleted because it conflicts with the Learn2 .stm MIME mapping.  This is described below in step 4.

If you have the Microsoft URLScan Security tool (also part of the Microsoft IIS Lockdown tool) installed on your web server, you may have to modify the settings in the urlscan.ini file.  The UrlScan tool gives IIS Web site administrators the ability to restrict the kind of HTTP requests that the web server will process.  By default, it will block requests for .stm files.  A clue that this is happening is if you enter the full URL path to the starting .stm file in the course in your browser’s Address bar, and instead of the browser prompting you to download or save the .stm file, it reports that the file is not found.  The urlscan.ini change involves adding the .stm extension to the [AllowExtensions] section and/or removing the .stm extension from the [DenyExtensions] section.  Once you make any changes to the urlscan.ini file, you must stop and restart the web service.
If using the IIS 5.0 Configuration Management Console, you may set the required MIME types at the virtual root level or you may set the required MIME types at the web site level beneath the virtual root.  Web sites and directories that are created below the virtual root inherit such settings at the time of creation.  Remember; if you modify the settings at the virtual root level, web sites that have previously been created will NOT inherit those settings.  Learn2 recommends that you set the MIME types at the web site level containing the Learn2 content files to avoid conflicts with other virtual web sites.

Start the IIS Configuration Management Console. You will start out at the IIS administration page for your web sites.  In the example below, ‘l2sales’ is the virtual root and there are two web sites defined for this virtual root; ‘ftp.co.learn2.com and ‘Default Web Site’.

1) Highlight the web site you want to modify (‘Default Web Site’ in this case).  Right click and select ‘Properties’
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2) Click the ‘Web Site’ tab.  If the ‘IP Address’ field is ‘(All Unassigned)’ then this web site is using the IP address specified in the virtual root (l2sales in this case).  If the IP address specified in the virtual root is ‘Unassigned’ then it is using the IP address specified in the Network Control Panel. 

This web site’s IP address (or domain name) and port must be specified in a request to play a stream.  If there are multiple web sites using the same IP address then each must have a different TCP port assigned in this panel.  Alternatively, each web site could have a different IP address assigned to it.
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3) Click the ‘Home Directory’ tab.
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4) Click the ‘Configuration…’ button and then click the ‘App Mappings’ tab.  Highlight the current (.stm ) extension.  It will be associated with C:\WINNT\System32\inetserv\ssinc.dll).  Click the 'Remove’ button and click ‘OK’ to the prompt.
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5) The .stm association is now removed. Click ‘OK’ to return to the ‘Home Directory’ tab.
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6) Click the ‘HTTP Headers’ tab.
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7) Click the ‘File Types…’ button under the ‘MIME Map’ section.
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8) Click the ‘New Type…’ button to add the .stm MIME mapping.
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9) Click the ‘New Type…’ button to add the .str MIME mapping.
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10) Click the ‘New Type…’ button to add the .st7 MIME mapping.
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11) Click ‘OK’ to return to the ‘HTTP Headers’ tab
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12) Click ‘OK’ to return to the main IIS administration page.

[image: image33.png]Default Web Site (Stopped) Properties: 2%

WebSie | Opmatos | Poomance | [SAPIFites | Home Diecoy |
Docunents | DiectoySecuty | HTTPHeades | CusomErore |

T Enable Content Expiration
Gortert ol
© Expite mmediaely

& Expieaiter [0 Dayts) &

€ epeon [ Soma Wy 520 7] o [1Z0000AT

Add

Edi

Berove

Ritings help identiy to your users wht type of content you st

provides. Edit Ralings
MIME Map.

E, To coniigure addiional MIME types the Web Service sends to

- Custom HTTP Headers

~Content Rating

i

K Corcel | aoob | e |





13) You are back at the main IIS administration page for your web sites. In order for the changes to take affect you could try starting and stopping the web site (highlight the web site, right click and select ‘Stop’ and then ‘Start’).  However, we have found this sometimes doesn’t work, so you should reboot your server.
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