Learn2 Player Firewall Issues

Firewall issues

In order to protect their site, many firewall administrators require their users to access the Internet through a proxy server.  The proxy server address is usually configured into the browser. For Internet Explorer, the user can go into Internet Options and specify a proxy address and port or the user can specify a location on the LAN containing an automatic proxy configuration script.  Similarly, for Netscape, the user can go into Preferences and either specify a proxy address and port or an automatic proxy configuration script.  In either case, the proxy address may be specified as an HTTP proxy (or more technically a CERN compliant proxy server) or as a SOCKS proxy.

Automatic Proxy Address Determination

The Learn2 player was designed to access the Internet independently of a browser.  It uses the same network connectivity code whether it is running in standalone mode (StRunner.exe) as when launched from a browser.  When the player is launched from a browser, it initiates its own HTTP connection with the server in order to download streams.  Therefore, it requires knowledge of any proxy server addresses that must be configured.  The player uses various methods to determine the browser’s configured proxy address depending on the operating system (Win 95/98/NT/ME/2000 or Mac) browser type (IE or Netscape) and version (3.x, 4.x, 5.x).

Internet Explorer on Windows Platforms

On Windows platforms, the configured proxy information is kept in the Windows registry.  The player reads the registry and determines whether a proxy address is configured, what type of proxy server it is (CERN or SOCKS) and what is its address and port.  It uses this information when initiating the HTTP connection and IE’s Wininet stack takes care of the details, such as, proxy server authentication, SOCKS protocol differences, etc.

Internet Explorer and Netscape on Mac Platforms

The player uses the Internet Config library to read the Internet Preferences where the proxy server information is kept.  It uses this information when initiating the HTTP connection through the Mac’s OpenTransport stack.  However, it must do all the proxy server authentication and SOCKS protocol sequencing itself.

Netscape on Windows Platforms

Netscape has changed the location of the proxy information pretty much with every release of the browser.  For Netscape 3.x, the proxy information is stored directly in the Windows registry.  For Netscape 4.x, the player must read the Netscape registry to determine where the user’s Netscape preferences files are kept and then parse through them to get the proxy information.  It has yet to be determined how and where Netscape 6 is storing the proxy information.

Under some circumstances, the player is not able to determine the proxy address.  This sometimes happens when an automatic proxy configuration script is specified in the Netscape browser.  The player may incorrectly determine the proxy address.  There are some workarounds available to the firewall administrator in some cases. Ultimately, the user may have to get the proxy address from his firewall administrator and manually configure the address using the Learn2 control panel applet (described below). 

If the Netscape user has to go through a SOCKS proxy server or if there is no Wininet stack on the PC, the player uses Winsock to initiate the HTTP connection and sequence through any proxy authentication challenges or the SOCKS protocol.  If a Wininet stack is present, the player will use Wininet to initialte the HTTP connection but the player must still handle any proxy authentication challenges itself. 

Manual Proxy Address Determination

A control panel applet is included with the player install, which, among other things, allows the user to manually configure a proxy address.  If this was configured, then the player will use this address instead of trying to determine the proxy address configured in the browser.

Firewall Authentication

When launched from Internet Explorer, the player uses the Wininet stack to handle the HTTP connection initiation.  Wininet will automatically handle any Basic Authentication or NT Authentication challenges or SOCKS challenges.  It also handles any Web server authentication challenges as well.

When launched from Netscape, although the player can use the Wininet stack, it must handle all authentication challenges itself.  It only supports Basic Authentication or NEC SOCKS4 challenges; it does not support the NT challenge/response protocol.  However, this has never worked properly under Netscape 3.x or Netscape 4.x so it’s never been a problem.

Server Configuration Issues

Player Installation

In order to allow users to automatically install the player through their IE browser, the firewall must be configured to allow downloading of CAB files (ActiveX control).  In order to allow users to automatically install the player through their Netscape browser, the firewall must be configured to allow downloading of JAR files.  Some firewall administrators block the downloading of these types of files.  In that case, the user can resort to a manual download of a self-extracting executable that will install the player.  If the firewall administrator has blocked the downloading of EXE files, they will have to download these files from their Intranet.

Stream Playing

If the server is hosting the streams, the server must be configured to allow the downloading of the mime type application/street-stream, which is mapped to the suffixes .stm, .str and .st7.  It is possible that a firewall administrator is blocking the download of this mime type as well.

Streams are not activeX content so the blocking of activeX content will only affect the downloading of the player, not the streams.

