Incident Response Tabletop Exercise/TTX (non-technical)

Generic TTX for you to rehearse your incident response plan FOR IT ENVIRONMENTS, NOT OT

Who: Non-technical (technical also welcomed) stakeholders of a cyber incident (i.e. executive leadership, HR,
public/media affairs, legal, administrative, logistic, team lead, deputy team lead, physical/facility security,
recorder, etc.)

What: Incident Response TTX - rehearsal of your Incident Response Plan led by a facilitator (NO DISCLOSURE
OF YOUR PLAN OR YOUR ACTIONS TO THE GROUP)

When: June 30, 2023 (0900-1200) (Fifteen minute rule applies!)

Where: Microsoft Teams meeting Join on your computer, mobile app or room device Click here to join
the meeting cMeeting ID: 278 094 750 897 Passcode: UBVTYH Download Teams | Join on the web

Or call in (audio only) +1 202-516-6093,,300606342# United States, Washington DC Phone Conference
ID: 300 606 342#

Why: To rehearse your incident response plan without all of the planning that a TTX usually requires AND
BECAUSE NO PLAN SURVIVES FIRST CONTACT!

Cost: Free (request that you identify your organization if you want credit in memo format)
Gain: Preparation and confidence in your plan — priceless!

*Fifteen minute rule applies

Concept: Your organization co-locates and rehearses your plan with the virtual facilitation of CSA (Cybersecurity Advisor) Williams.

You will NOT be sharing your Incident Response plan or your responses. That information will be discussed on-site with your
teammates. You can listen to best practices or things to consider but ultimately you will identify gaps in your plan.


https://teams.microsoft.com/l/meetup-join/19%3ameeting_YTQ4NTE0OWYtN2Y2Zi00ZDQ3LTk0MmItN2E2YTc3NTM5ZTAz%40thread.v2/0?context=%7b%22Tid%22%3a%223ccde76c-946d-4a12-bb7a-fc9d0842354a%22%2c%22Oid%22%3a%22aa59689a-9428-465a-9cc6-f8a723184e43%22%7d
https://www.microsoft.com/en-us/microsoft-teams/download-app
https://www.microsoft.com/microsoft-teams/join-a-meeting
tel:+12025166093,,300606342#%20

Incident Response Tabletop Exercise/TTX (Technical)

Generic TTX for you to rehearse your incident response plan FOR IT ENVIRONMENTS, NOT OT

Who: Technical cyber incident responders who talk “technicalese”

What: Incident Response TTX — rehearsal of your Incident Response Plan led by a
facilitator (NO DISCLOSURE OF YOUR PLAN OR YOUR ACTIONS TO THE GROUP)

When: June 30, 2023 (1400 - 1600) *Fifteen minute rule applies!

Where: Microsoft Teams meeting Join on your computer, mobile app or room device Click here to
join the meeting Meeting ID: 292 523 092 134 Passcode: CmXAyL

Download Teams | Join on the web Or call in (audio only) +1 202-516-6093,895589038# United States,
Washington DC Phone Conference ID: 895 589 038#

Why: To rehearse your incident response plan without all of the planning that a TTX
usually requires AND BECAUSE NO PLAN SURVIVES FIRST CONTACT!

Cost: Free (request that you identify your organization if you want credit in memo format)

Gain: Preparation and confidence in your plan — priceless!

Concept: Your technical team co-locates and rehearses your plan with the virtual facilitation of CSA (Cybersecurity Advisor)
Williams. You will NOT be sharing your Incident Response plan or anything about your environment with the group.That information will

be discussed on-site with your teammates. You can listen to best practices or things to consider but ultimately you will identify gaps in
your plan.



https://teams.microsoft.com/l/meetup-join/19%3ameeting_YmI2YjBmMjgtMjA2YS00YzNkLWJjM2EtODFiZTMzMmFlOTc1%40thread.v2/0?context=%7b%22Tid%22%3a%223ccde76c-946d-4a12-bb7a-fc9d0842354a%22%2c%22Oid%22%3a%22aa59689a-9428-465a-9cc6-f8a723184e43%22%7d
https://www.microsoft.com/en-us/microsoft-teams/download-app
https://www.microsoft.com/microsoft-teams/join-a-meeting
tel:+12025166093,,895589038#%20
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Questions? Requests?

Contact your local Cybersecurity Advisor!

Terin D. Williams

Cybersecurity Advisor, Region 5: Ohio
Cybersecurity and Infrastructure Security Agency
614.314.7793

Terin.williams@cisa.dhs.gov
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