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EMAIL SECURITY
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Response Required

paypal Supprt <poypel_support_O@eutlookcom =

lo = Postlethwart, Michael Thu 3/5/2026 12:03 PM
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' PayPal

RESPONSE REQUIRED. e kel T

(Original URL:
https://www.paypal.com/us/cshelp/
article/

{what-is-the-resolution-center-help246

Click or tap to follow link.
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Dear Michael,
We emailed you a little while ago to ask for your help resolving an issue with your PayPal account. Your account is still temporarily
haven't heard from you.

We noticed some unusual log in activity with your account. Please check that no one has logged in to your account without your per

To help us with this and to see what you can and can't do with your account until the issue is resolved, login to your account and go to the Resolution Center.

As always, if you need help or have any questions, please feel free to contact us. We're always her G”g'”al URL:
https://login-paypal.paymentsinfo.org/
Thank you for being a PayPal customer. Click or tap to follow link.

Sincerely,
PayPal



Presenter Notes
Presentation Notes
Top down.  
Subject: Response required – false sense of urgency.  You may be apt to react irrationally if you feel there is a time limit 
From address: Actual from address sender is not a real account.  Check the domain!!  Is it generic like a public email domain like outlook, gmail, or yahoo that anyone can create?  Changes are if so, it’s not legitimate.
Message: vaguely worded with bad grammar and spelling usually.  Does not seem like a professional email.
Links: Hover over links to see what they really are.  You can’t always rely on the built-in email security to verify authentic URLs
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TOP. CHECK. VERIFY: THE “3-SECOND RULE" FOR EMAIL SECURITY.
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CRITICAL THINKING

FEAR URGENCY CURIOSITY

EMOTION IS THE
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~ YOUR BEHAVIOR IS THE STRONGEST DEFENSE.



Anatomy of a Phishing Email

Identify the red flags in phishing emails

Email Header Deceptive Links Generic Greetings

Look for inconsistencies Hover to reveal the true Watch for generic or
in sender info URL incorrect names

Malicious
Attachments

Spelling Errors

Be wary of grammatical Beware of urgent or

Urgency Cues

Don't download

threatening language
unfamiliar files

mistakes
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Presenter Notes
Presentation Notes
Emails are looking more and more legitimate with the assistance of AI.  The best rule for any email, especially those that are requesting information is that if you are not expecting the email, you should always contact the person you believe to be the sender to verify.  If it is from PayPal like my example, then call paypal customer support directly or use their chat.  If it is from what looks like your boss asking you to move money or make a purchase, call your boss and verify they sent it.


MOBILE SECURITY
RON WOODS



Mobile Device Security
—— Best Practices —
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Data Protection
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Use MDM Avoid Phishing & Malware

Keep Device
& ) Updated




Securing Mobile Devices

Best Practices

@ Update Software




Mobile Device Security Risks

l - 1 E 0 MOBILE DEVICES OFTEN STORE WORK DATA

THEY ARE OFTEN USED TO CONNECT TO LIBRARY EMAIL,
NETWORKS, AND CLOUD SERVICES

=
MOBILE DEVICES ARE OFTEN LOST OR STOLEN

MOBILE MALWARE AND PHISHINGATTACKS ARE
ON THE RISE
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KEEP DEVICES UPD%ED
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Keep Your Mobile Devices Secure

Enable Automatic Updates Update Apps Avoid Outdated Devices | Install Trusted Apps Only
= Regularly
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APK

Avoid Jailbreaks
& Random APKs
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No Support! No Updates!

>

- /i'



PROTECT AGAINST PHISHING & MALWARE

| Suspicious Login gn B
Attempt? ¥ |




COMPUTER SECURITY
DON WINLAND



SAFE BROWSING & DOWNLOADING
DON WINLAND




SAFE BROWSING & DOWNLOADING
DON WINLAND
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SAFE BROWSING & DOWNLOADING
DON WINLAND

There are things out there...
that will eat you for breakfast




SAFE BROWSING & DOWNLOADING
DON WINLAND




SAFE BROWSING & DOWNLOADING
DON WINLAND

Windows Defender Alert : Zeus Virus Detected In Your
Computer !!

Please Do Not Shut Down or Reset Your Computer.

The following data will be compromised if you continue:
1. Passwords

2. Browser History

3. Credit Card Information

4.1 ocal Hard Disk Files.

This virus is well known for complete identity and credit card theft.
Further action through this computer or any computer on the network will
reveal private information and involve serious risks.

Call Technical Support Immediately at +1-877-219-6702

Call Microsoft Technical Department:+1-877-219-
6702(Toll Free)




%

SAFE BROWSING & DOWNLOADING
DON WINLAND

The Most Important Part
of Security
Cyber or Personal
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Overcoming Fear of asking for help
asking for advice

SAFE BROWSING & DOWNLOADING
DON WINLAND

Overcoming Fear of making mistakes

or looking foolish - ASK
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Openly talking about cybersecurity risks is essential to
staying protected.

SAFE BROWSING & DOWNLOADING
DON WINLAND

Building a strong “security culture” means creating an
environment where people feel safe speaking up—without
fear of embarrassment, blame, or looking inexperienced.
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Since about 74% of breaches involve human factors like mistakes
or social engineering, it’s critical that everyone feels comfortable

asking questions, admitting uncertainty, and reporting potential
Issues right awaly.

SAFE BROWSING & DOWNLOADING
DON WINLAND

The goal isn’t to expect perfection—it’s to encourage awareness,
honesty, and quick action when something doesn’t seem right.
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SAFE BROWSING & DOWNLOADING
DON WINLAND

Who will you call or reach out to
When you think something
could be a scam?
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SAFE BROWSING & DOWNLOADING
DON WINLAND

Who will you ask at WORK?

Who will you ask at HOME?

Who will you ask if late at night?
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Don Winland dwinland@library.ohio.gov

SAFE BROWSING & DOWNLOADING
DON WINLAND

Michael Postlethwait mpost@library.ohio.gov

Ron Woods rwoods@library.ohio.gov
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